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Importance of Cybersecurity for SMEs

Cybersecurity is crucial for small and medium-sized enterprises (SMEs) as they are 

increasingly targeted by cybercriminals. Protecting your business from cyber threats can 

prevent financial loss, protect customer data, and maintain your business's reputation.

Overview of the Cybersecurity Landscape in Cyprus

Cyprus, like many other regions, faces a growing number of cyber threats. SMEs are 

particularly vulnerable due to limited resources and awareness. Understanding these 

threats and taking proactive measures is essential for safeguarding your business.

ncc.cy

https://ncc.cy/


02Cybersecurity 

Fundamentals

ncc.cy

https://ncc.cy/


TLP: WHITE

Basic Concepts of Cybersecurity

Cybersecurity involves protecting systems, networks, and data from digital attacks. 

Key concepts include:

• Confidentiality: Ensuring that information is accessible only to those 

authorized to have access.

• Integrity: Protecting data from being altered or destroyed in an 

unauthorized manner.

• Availability: Ensuring that data and services are available to authorized 

users when needed.
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Common Types of Cyber Threats

Cybersecurity involves protecting systems, networks, and data from digital attacks. Key 

concepts include:

• Malware: Malicious software designed to damage, disrupt, or gain unauthorized access to 

computer systems.

• Ransomware: A type of malware that encrypts a victim's files and demands a ransom for 

the decryption key.

• Phishing: Deceptive attempts to obtain sensitive information by disguising as a trustworthy 

entity.
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Network Security

Firewalls

A firewall is a network security device that monitors and controls incoming and 

outgoing network traffic based on predetermined security rules. It acts as a 

barrier between your internal network and external sources, filtering traffic to 

prevent unauthorized access.
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Data Protection

Data Encryption

Encrypt sensitive data to protect it from unauthorized access.

Action Steps:

• Use encryption tools to encrypt data at rest and in transit.

• Regularly update encryption keys.

• Train employees on the importance of data encryption.
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Data Protection

Secure Data Backup

Regularly back up data and store backups securely to prevent data loss.

Action Steps:

• Implement an automated backup solution.

• Store backups in a secure, offsite location.

• Regularly test backups to ensure data can be restored.
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Access Control

Password Policies

Strong passwords are essential for protecting accounts and systems.

Action Steps:

• Enforce the use of complex passwords (at least 12 characters, including letters, 

numbers, and special characters).

• Implement regular password changes.

• Educate employees on the importance of using unique passwords for different 

accounts.
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Access Control

Multi-Factor Authentication

Add an extra layer of security by requiring multiple forms of verification.

Action Steps:

• Implement multi-factor authentication (MFA) for all critical systems.

• Use MFA for remote access and sensitive applications.

• Regularly review and update MFA settings.
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Incident Response

Steps to Take During a Cyber Incident

Having a plan in place for responding to cyber incidents can minimize damage.

Action Steps:

• Identify and contain the incident.

• Notify relevant stakeholders.

• Eradicate the cause of the incident and recover affected systems.

• Conduct a post-incident review to identify lessons learned.
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Incident Response Planning

Develop a comprehensive incident response plan to ensure preparedness.

Action Steps:

• Define roles and responsibilities for incident response.

• Develop procedures for detecting, responding to, and recovering from 

incidents.

• Regularly test and update the incident response plan.

Overview of Relevant Regulations (e.g., GDPR)

Understand and comply with legal requirements related to data protection and privacy.
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Employee Training

Cybersecurity Awareness Programs

Educate employees on cybersecurity risks and best practices.

Action Steps:

• Conduct regular cybersecurity awareness training.

• Provide resources and materials on common threats.

• Encourage a culture of security awareness.
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Employee Training

Phishing Simulations

Test and improve employees' ability to recognize phishing attempts.

Action Steps:

• Conduct regular phishing simulations.

• Provide feedback and additional training based on simulation results.

• Reward employees who demonstrate strong security awareness.
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Regular Updates and Patch Management

Importance of Keeping Software and Systems Updated.

Regularly update software and systems to protect against vulnerabilities.

Action Steps:

• Enable automatic updates for operating systems and applications.

• Regularly review and apply security patches.

• Maintain an inventory of software and hardware to track updates.
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Secure Remote Work Practices

VPNs

Use virtual private networks (VPNs) to secure remote connections.

Action Steps:

• Implement a VPN solution for remote employees.

• Require employees to use the VPN for accessing 

company resources.

• Regularly update and monitor the VPN solution.
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Secure Remote Work Practices

Secure Communication Tools

Implement secure tools for remote communication and collaboration.

Action Steps:

• Use encrypted communication tools (e.g., secure email, messaging 

apps).

• Train employees on the use of secure communication tools.

• Regularly review and update communication security policies.

ncc.cy

https://ncc.cy/


TLP: WHITE

Vendor and Third-Party Risk Management

Assessing Third-Party Security

Evaluate the cybersecurity practices of vendors and partners.

Action Steps:

• Conduct security assessments of third-party vendors.

• Include cybersecurity requirements in vendor contracts.

• Regularly review and update vendor security practices.
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Vendor and Third-Party Risk Management

Contracts and SLAs

Include cybersecurity requirements in contracts and service level agreements.

Action Steps:

• Define security expectations and responsibilities in contracts.

• Monitor compliance with contractual security requirements.

• Review and update contracts and SLAs regularly.
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Cybersecurity resources for basic protection

• Antivirus Software

• Firewalls

• Encryption Tools

• Backup Solutions

Government and Local Resources

• Cyprus Police Cybercrime Department: Provides support and resources for 

cybercrime incidents.

• Cyprus Computer Emergency Response Team (CY-CERT): Offers guidance 

and incident response services.
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Real-Life Examples of Cyber Incidents Affecting SMEs in Cyprus

Case Study 1: A local SME fell victim to a ransomware attack, resulting in the 

encryption of critical business data. The company had to pay a significant ransom to 

regain access to their data. This incident could have been prevented with regular 

data backups and employee training on recognizing phishing emails.
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Case Study 2: Another SME experienced a data breach due to weak password 

practices. Cybercriminals accessed the company's network using a compromised 

employee account with a weak password. Implementing strong password policies and 

multi-factor authentication could have prevented this breach.
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Lessons Learned and Prevention Tips

• Regularly Back Up Data: Ensure that data is backed up regularly and stored 

securely.

• Employee Training: Conduct regular training sessions on recognizing cyber 

threats and following best practices.

• Strong Password Policies: Enforce the use of strong, unique passwords and 

implement multi-factor authentication.

• Incident Response Planning: Develop and regularly test an incident 

response plan to ensurepreparedness.
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The Cyber-Hygiene Framework

• Security Policy

The organisation's senior management has created, approved and 

communicated its cybersecurity policy internally and externally. The 

cybersecurity policy shall be reviewed at least once a year and updated as 

required. 

• Awareness and training

Staff employed by the organisation and users who have access to its 

information (regardless of their employment relationship) must be aware of 

information security and in particular how they contribute to it through their 

role. Appropriate cybersecurity awareness activities shall be carried out on a 

regular basis and at least once a year. 

ncc.cy

https://ncc.cy/


TLP: WHITE

The Cyber-Hygiene Framework

• Software Update

The organisation's IT and communications systems must have the latest 

security updates installed provided only from trusted sources (e.g. the 

manufacturer). 

• Protection from Malicious software

Malicious software protection programmes and functions are installed 

throughout the organisation's IT and communication systems. Updates are 

made on a regular basis. 
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The Cyber-Hygiene Framework

•            Network Security

The organisation has installed and configured firewalls at appropriate points in 

its network, in order to effectively protect its systems and information from 

relevant threats. 

•            Backups

The organisation identifies its critical information and backs up its critical 

information on a regular basis in accordance with the relevant backup policy. 

•            Access Control

The organisation shall identify the places where important information is 

located. For the information and based on the type, the use and the criticality, 

the organisation has created a structure in an appropriate storage area, which 

allows it to grant access rights to authorised and authenticated users following 

the need-to-know principle. 
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The Cyber-Hygiene Framework

• Security Incidents

The organisation has established a structure and process for responding to 

security incidents. The staff involved in the respective procedures are 

appropriately trained. 

• Physical Security Measures

The organisation has adopted physical security measures to protect the 

systems and facilities from any natural and environmental threats.

• Data Protection

The organisation shall design, implement, adopt and publish a Personal Data 

Protection Policy based on the general GDPR regulation. 
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The Cyber-Hygiene Framework

• Operational Impact Analysis

The organisation has designed and implemented an appropriate methodology 

for operational impact analysis. The results and key metrics resulting from the 

application of the methodology are recorded, maintained and feed into the 

design of relevant measures and implementations.
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Recap of the Importance of Cybersecurity

Cybersecurity is critical for protecting your business from financial loss, data 

breaches, and reputational damage. By implementing the measures outlined in this 

guide, SMEs in Cyprus can significantly enhance their cybersecurity posture.

Encouragement to Implement The Cyber-Hygiene Framework

Take proactive steps to safeguard your business by following the recommendations 

in this guide. Regularly review and update your cybersecurity practices to stay ahead 

of emerging threats. Remember, cybersecurity is an ongoing process that requires 

vigilance and continuous improvement.
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National Grant to enhance Cybersecurity in SME’s by NCC-CY

The National Cyber Security Coordination Centre of the Republic of Cyprus was 

established with the adoption of the European Regulation (EU) 2021/887 and has 

undertaken to play an important role for Cyprus and the Union. Within the framework 

of the Regulation, the Centre undertakes actions at national level and internationally, 

through partnerships and joint actions, aiming at providing economic support to 

various stakeholders. 

That is provision of support to Small and Medium Enterprises - SMEs, to improve 

their level of security and resilience, to enhance research and innovation, support for 

technological and industrial development, as well as to build cybersecurity capacity 

and skills.

Visit the NCC-CY website for more information regarding the National Grant 

and further to explore future events
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