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Cybersecurity for SMEs

rity Is crucial for small and medium-sized enterprises (SMES) as th
gly targeted by cybercriminals. Protecting your business from cyber th
t financial loss, protect customer data, and maintain your business's reput

view of the Cybersecurity Landscape in Cyprus
rus, like many other regions, faces a growing number of cyber threats. SMES ar

icularly vulnerable due to limited resources and awareness. Understanding the
ats and taking proactive measures is essential for safeguarding your business.
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Cybersecurity
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persecurity
olves protecting systems, networks, and data from dig
fidentiality: Ensuring that information is accessible only to those
thorized to have access.

tegrity: Protecting data from being altered or destroyed in an
nauthorized manner.

valilability: Ensuring that data and services are available to authorizec
ers when needed.
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5 of Cyber Threats

ty involves protecting systems, networks, and data from digital at
nclude:

are: Malicious software designed to damage, disrupt, or gain unauthorized access
puter systems.

nsomware: A type of malware that encrypts a victim's files and demands a ransom for
 decryption key.

Ishing: Deceptive attempts to obtain sensitive information by disguising as a trustwort

ty.
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A network security device that monitors and controls incoming ¢
twork traffic based on predetermined security rules. It acts as a
een your internal network and external sources, filtering traffic to
authorized access.
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sitive data to protect it from unauthorized access.
teps:
Use encryption tools to encrypt data at rest and in transit.

Regularly update encryption keys.
Train employees on the importance of data encryption.
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y back up data and store backups securely to prevent data loss.

Steps:
Implement an automated backup solution.
Store backups in a secure, offsite location.
Regularly test backups to ensure data can be restored.
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swords are essential for protecting accounts and systems.

eps:
nforce the use of complex passwords (at least 12 characters, includi
numbers, and special characters).
Implement regular password changes.
ducate employees on the importance of using unigue passwords for ¢
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entication

layer of security by requiring multiple forms of verification.

0S:
plement multi-factor authentication (MFA) for all critical systems.
se MFA for remote access and sensitive applications.

egularly review and update MFA settings.
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ing a Cyber Incident
In place for responding to cyber incidents can minimize da

)S.

2ntify and contain the incident.

otify relevant stakeholders.

adicate the cause of the incident and recover affected systems.
dnhduct a post-incident review to identify lessons learned.
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rehensive incident response plan to ensure preparednes

ine roles and responsibilities for incident response.
evelop procedures for detecting, responding to, and recovering from
cidents.
Regularly test and update the incident response plan.

of Relevant Regulations (e.g., GDPR)
d and comply with legal requirements related to data protection and
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Best Practices

for SMEs
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wareness Programs

ployees on cybersecurity risks and best practices.

)S:
onduct regular cybersecurity awareness training.
rovide resources and materials on common threats.
ncourage a culture of security awareness.
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1I0NS

rove employees' ability to recognize phishing attempts.
)S.

onduct regular phishing simulations.

rovide feedback and additional training based on simulation results.

Reward employees who demonstrate strong security awareness.
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d Patch Management

pdate software and systems to protect against vulnerabilities.

eps:
nable automatic updates for operating systems and applications.
Regularly review and apply security patches.

Maintain an inventory of software and hardware to track updates.
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Practices

Ivate networks (VPNSs) to secure remote connections.

0S:
plement a VPN solution for remote employees.
equire employees to use the VPN for accessing
ompany resources.

egularly update and monitor the VPN solution.
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)ols for remote communication and collaboratia

rypted communication tools (e.g., secure email, messa

ployees on the use of secure communication tools.
ly review and update communication security policies.
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Risk Management

Party Security

cybersecurity practices of vendors and partners.

DS:
onduct security assessments of third-party vendors.
clude cybersecurity requirements in vendor contracts.
egularly review and update vendor security practices.
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Risk Management

As

security requirements in contracts and service level agreeme

pS:
efine security expectations and responsibilities in contracts.
onitor compliance with contractual security requirements.

Review and update contracts and SLAs regularly.
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Resources and

tools
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urces for basic protection

Software
alls

ryption Tools
ckup Solutions

ent and Local Resources

yprus Police Cybercrime Department: Provides support and resourc
ybercrime incidents.

prus Computer Emergency Response Team (CY-CERT): Offers ¢
d incident response services.
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Case Studies

and Examples
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amples of Cyber Incidents Affecting SMEs in Cyprus

study 1: A local SME fell victim to a ransomware attack, resulting in the
ption of critical business data. The company had to pay a significant ranso
1IN access to their data. This incident could have been prevented with regular
a backups and employee training on recognizing phishing emails.

ase Study 2: Another SME experienced a data breach due to weak password

actices. Cybercriminals accessed the company's network using a compromised
ployee account with a weak password. Implementing strong password policies an
ulti-factor authentication could have prevented this breach.
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d Prevention Tips
ly Back Up Data: Ensure that data is backed up regularly
ployee Training: Conduct regular training sessions on recognizing
reats and following best practices.

Strong Password Policies: Enforce the use of strong, unique passwords
mplement multi-factor authentication.

cident Response Planning: Develop and regularly test an incident
3sponse plan to ensure preparedness.

| g |
up NCC= OMMISSIONER | 1,
B DMMUNICATIONS | i,

CYPRUS


https://ncc.cy/

Cyber-Hygiene

m *
U NCC= = '+, | Co-funded by
I\) SEemrAT Ao ... | the European Union
CYPRUS



https://ncc.cy/

Framework

organisation's senior management has created, approved and
municated its cybersecurity policy internally and externally. The
bersecurity policy shall be reviewed at least once a year and update
equired.

Awareness and training
Staff employed by the organisation and users who have access to its
Information (regardless of their employment relationship) must be aware
Information security and in particular how they contribute to it through t
0le. Appropriate cybersecurity awareness activities shall be carried o
gular basis and at least once a year.
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rotection from Malicious software

alicious software protection programmes and functions are installed
hroughout the organisation's IT and communication systems. Updates

ade on a regular basis.
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e Framework

jork Security
2 organisation has installed and configured firewalls at appropriat
S network, in order to effectively protect its systems and information
elevant threats.

Backups
The organisation identifies its critical information and backs up its critical
Information on a regular basis in accordance with the relevant backup po

Access Control
The organisation shall identify the places where important information |
ocated. For the information and based on the type, the use and the cri
e organisation has created a structure in an appropriate storage ar
S it to grant access rights to authorised and authenticated user
2ed-to-know principle.
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ramework

Incidents
organisation has established a structure and process for respa
urity incidents. The staff involved in the respective procedures are
ppropriately trained.

Physical Security Measures
The organisation has adopted physical security measures to protect the
systems and facilities from any natural and environmental threats.

Data Protection
he organisation shall design, implement, adopt and publish a Person
otection Policy based on the general GDPR regulation.
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amework

bnal Impact Analysis
ganisation has designed and implemented an appropriate
perational impact analysis. The results and key metrics resulti
Jlication of the methodology are recorded, maintained and feed i
sign of relevant measures and implementations.
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tance of Cybersecurity
ritical for protecting your business from financial loss
reputational damage. By implementing the measures outli
In Cyprus can significantly enhance their cybersecurity posture

gement to Implement The Cyber-Hygiene Framework

active steps to safeguard your business by following the recommendat

iIde. Regularly review and update your cybersecurity practices to stay &
ging threats. Remember, cybersecurity is an ongoing process that requir
e and continuous improvement.

=r—1 *
U NCCm= S
I\) Bk DMMUNICATIONS | (=2, " pean Union

CYPRUS


https://ncc.cy/

o enhance Cybersecurity in SME’s by NCC-CY
yber Security Coordination Centre of the Republic of Cypr
| with the adoption of the European Regulation (EU) 2021/887 an
2n to play an important role for Cyprus and the Union. Within the fra
egulation, the Centre undertakes actions at national level and internatio
partnerships and joint actions, aiming at providing economic support to
s stakeholders.

IS provision of support to Small and Medium Enterprises - SMES, to improve
level of security and resilience, to enhance research and innovation, support
ological and industrial development, as well as to build cybersecurity capacit
ills.

e NCC-CY website for more information regarding the National Gra
er to explore future events
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